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Types of economic crime
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Cybercrime
Hacked?

‘i https://haveibeenpwned.com £~ @ 0[ Have been puned? Check.. ‘

File Edit View Favorites Tools Help

Check if you have an account that has been compromised in a data breach

Oh no — pwned!

Pwned on 1 breached site and found no pastes (subscribe to search sensitive breaches)

BB D

Breaches you were pwned in
A"breach” is an incide enillegally accessed by hackers and then released publicly. Review the types of data

that were compromised (email addresses, passwords, credit cards etc.) and take appropriate action, such as changing passwords.

Linkedin: In May 2016, Linkedin had 164 million email addresses and passwords exposed. Originally hacked in
2012, the data remained out of sight until being offered for sale on a dark market site 4 years later. The

I n passwords in the breach were stored as SHA1 hashes without salt, the vast majority of which were quickly
cracked in the days following the release of the data.

Compromised data: Email addresses, Passwords

4,818,173,673 57,054 54,688,540

barentsenltd@gmail.co @l pwned?
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Cybercrime
Project Coral & Project Indigo
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Asset misappropriation
Project Future
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A South Korean

subsidiary of a Swiss

based power trans-

mission and industrial What

automation company.
S An investigation into a CHF 100 million

embezzlement in South Korea to assist a leading
manufacturing firm with the identification of
fraudulent transactions and the collation of financial
data. A team of over 50 team members in two
countries were detecting suspicious transactions
based on structured ERP data, banking data, vendor
analysis, process review and year-end reviews.
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| People & Culture...

* At the heart of any economic crime is a poor
decision driven by human behavior.

« So it stands to reason that the answer should
start with people.

« That means not only instilling clear processes
and principles for your employees, but also
creating a culture where compliance is hard-
wired to values — and to the overarching
strategy of the organization.

PRI
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Effective compliance programme

Five steps on the way to a more effective compliance programme

Evaluate Ensure Remember

Ensure

... all owners of
compliance
obligations fully
understand the
compliance “big
picture” across
the organisation,
and the scope of
their own res-
ponsibilities
within it.

2
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Erwin Frank Barentsen

Forensics Services

\

Advisory, Switzerland

Tel:
Mobile
E-Mail:

+ 4158 792 25 51
+ 4179708 17 16
erwin.frank.barentsen@ch.pwec.com

Languages

¢ German (fluent)

+ English (fluent)

¢ Dutch (native)
 French (advanced)

Wirtschaftkriminalitat bei Auslandsgeschaften
PwC

Qualification

» B.A. Accountancy (Nyenrode University)

* M.A. Auditing (Nyenrode University)
 Postgraduate Accountancy (Nyenrode University)

Career Development
» Since 2016 PwC, Director
* 2002—2016 KPMG Switzerland and Bermuda

Core Competencies

Erwin Frank has experience leading large and complex anti-
money-laundering, economic sanctions, fraud, cross-border
tax, other financial crime investigations and remediation
projects in various countries.
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Thank you for your attention and
please contact me if you have
questions or feedback

This publication has been prepared for general guidance on matters of interest only, and does
not constitute professional advice. You should not act upon the information contained in this
publication without obtaining specific professional advice. No representation or warranty
(express or implied) is given as to the accuracy or completeness of the information contained
in this publication, and, to the extent permitted by law, PricewaterhouseCoopers AG, its
members, employees and agents do not accept or assume any liability, responsibility or duty of
care for any consequences of you or anyone else acting, or refraining to act, in reliance on the
information contained in this publication or for any decision based on it.

© 2017 PwC. All rights reserved. In this document, “PwC” refers to PricewaterhouseCoopers
AG which is a member firm of PricewaterhouseCoopers International Limited, each member
firm of which is a separate legal entity.



